NEQAMOrAM O6 MUHOOPMALIMOHHON BE3OMNMACHOCTH

Korna peydb 3axoaut 06 wuWHMOpMaUMOHHON 6e30macHOCTN, O06bIYHO Mbl
HauyMHaeM AyMaTb O KOMMblOTEpax, CeTAX, WHTEepHeTe W Xxakepax. Ho ans
obpa3oBaTenbHON cpeabl npobnemMa CTOUT LWKMpe: B OrpaXAaeHuu ydalwlerocss oT
MHdopMaumKn, KoTopas MOXET HEraTUBHO MOB/IUATL Ha ero GOpMMpOBaHME N pa3BUTUE,
TO €CTb O NponaraHAae pasfIM4YHOM HanpaBIEeHHOCTH.

MoHaTMe nHpopMauMoOHHON 6e30nNacHOCTH

Mon MHMOPMaLMOHHOMN 6e30nmacHOCTbIO NMOHUMaETCS 3alNLLEHHOCTb
WHPOPMaLMOHHON CUCTEMbl OT CAly4YanWHOro unuM npeaHaMepeHHOro BMellaTenbCTBa,
HaHocsawero ywepb Bnagenbuam namv rnoab3oBaTensMm MHopmaumn.

Ha npakTMke BaXHEMWuUMM (BNAIOTCS TpU  acnekta MHMOOPMaLUMOHHOMN
6e3onacHocTU:

e[IOCTYMHOCTb  (BO3MOXHOCTb 3a pa3yMHOe BpeMs TMONy4YnuTb
Tpebyemyto MHDOPMALMOHHYIO YCIYrYy);

e LIEJ/TOCTHOCTb (aKTyasibHOCTb M HEMPOTMBOPEYMBOCTb MHGOpMaumu,
€€ 3alUMLLEHHOCTb OT pa3pyLUeHns N HECAHKLMOHNUPOBAHHOIO N3MEHEHUS);

eKOHMAEHUMANBbHOCTL  (3aWwmMTta OT  HEeCaHKUMOHMPOBAHHOIO
npoyTeHus).

HapylweHns AOCTYMHOCTM, LENOCTHOCTU M KOHMDUAEHUNANbHOCTU MHdOopMaunm
MOryT 6bITb BbI3BaHbl Pa3fINYHbIMKM OMACHLIMW BO3AEWCTBUSAMU HA WMHGMOPMALMOHHbIE
KOMMbIOTEPHbIE CUCTEMBI.

OCHOBHbIe yrpo3bl MH(pOpMaLMOHHON 6€30NacHOCTHN

CoBpeMeHHass wuHdOpMauMoOHHas cucTeMa npeacrasnaer cobor  CNOXKHYH
CUCTEMY, COCTOSILLYD M3 60AbWIOro 4Yucria KOMMOHEHTOB Pa3/INyHOM  CTeneHu
aBTOHOMHOCTM, KOTOpble CBsA3aHbl Mexay coboi u 06MeHMBaKTCs AAHHbIMU.
MpaKTUYeCKN KaxAablhi KOMMNOHEHT MOXET MoABEpPrHyTbCS BHELWHEMY BO34AENCTBUID UNK
BbINTM 13 cTpos. KOMNOHEHTbI aBTOMaTU3MpPOBaHHOM MHMOPMALMOHHON CUCTEMbI MOXHO
pa3buTb Ha cneaytowmne rpynnbi:

AnnapartHbie cpeAcTBa. OTO KOMMbKTEPbl W WX COCTaBHble  4acTu
(npoueccopbl, MOHWUTOPbI, TepMWHanbl, nepudepuriHble YCTPONCTBA - MPUHTEPHI,
KOHTponnepsbl, kKabenn, NMHUN CBA3U U T.4.);

NMporpammMHoe obecrnedyeHne. OT0 npuobpeTeHHble NpOrpaMMbl, UCXOAHbIE,
06beKkTHble, 3arpy3o4Hble MOAY/N; OMepaumoOHHbIE CUCTEMbl U CUCTEMHbIE MPOrpaMMbl
(KOMNMAATOPbI, KOMMNOHOBLUWKK U Ap.), YTUAUTbI, AMarHOCTUYECKMe NporpaMmmbl U T.4.;

AaHHble, XpaHMble BPEMEHHO M NMOCTOSAHHO, Ha AWCKax, Ga3wWwKax, neyaTHole,
apXMBbl, CUCTEMHbIE XYpHanbl U T.4.;

lMepcoHasn. Nonb3oBaTtenu, CUCTEMHbIE aAMUHUCTPATOPbI, MPOrpPaMMUCTbl U Ap.

OnacHble BO3AENCTBUSA Ha KOMIMbIOTEPHYO MHMOOPMALMOHHYIO CUCTEMY MOXHO
noapasaenutb Ha CrydyamHble U npeaHaMepeHHble. AHanin3 onbiTa NPOEKTUPOBaHUA,
M3roTOBJIEHUS W 3KCnnyataumm  MHAOPMAUMOHHBIX CUCTEM  TMOKa3blBA€T, 4To
MHdopMaumss NoaBepraeTcs pasfiMyHbIM C/lyYalHbIM BO3AEWCTBMSAM Ha BCexX 3Tanax
LMKA XMU3HU CUCTEMBI. [pUUYMHaAMKU CNyYalHbIX BO3AENCTBUI MPU 3KCNayaTaunmnm mMoryT
6bITb:

eaBapUMHbIE CUTYaUUN KN3-32 CTUXUNHbIX 6€ACTBUA N OTKIKOYEHUN
3/1IeKTPONUTaHUS;

eOTKa3bl M cbon annapaTtypsbl;

eOWMOKN B NporpaMMHOM obecneveHunu;

e0oWNBKN B paboTe nepcoHana;

e[IOMEXM B NIMHUSAX CBA3M U3-3a BO3AENCTBUIN BHELWIHEN Cpeabl.

lNpeaHaMepeHHble  BO3AENCTBMS - 3TO  UefleHanpaBfieHHble  AeNCTBUS
HapywuTensl. B kayecTBe HapywuTens MOryT BbICTynaTb CAyXalui, MNOCETUTENb,



KOHKYPEHT, HaeMHUK. [encTBms HapywuTtens MoryT O6biTb 06yC/iOBNEHbl pPa3HbIMU
MOTUBaMMW:

eHEI0BONIbCTBOM C/1yXKallero CBOeN Kapbepon;

*B3STKOWN;

¢/11060MbITCTBOM;

*KOHKYypeHTHOM 6opbbon;

eCTPEM/IEHMEM CaMOYTBEPAUTLCSA NOO6OI LIEHOMN.

MO>HO COCTaBUTb MMNOTETUYECKYIO MOAENb MOTEHUNANBHOIO HapyLWNTens:

eKBANMMUKAUMA HapywuTens Ha YypoBHe pa3paboTumka [AaHHOM
CUCTEMDI;

eHapyLWNTENEM MOXET ObITb KaK NMOCTOPOHHEE NNLO, TaK U 3aKOHHbIN
nosib30BaTeNlb CUCTEMbI;

eHApPYWWUTENO WU3BECTHa WHdopMauus O npuHUMnax paboTsl
CUCTEMBI;

eHapyLwnTens BblbupaeT Hanbonee cnaboe 3BeHO B 3alUmTe.

Hanbonee pacnpocTpaHeHHbIM W MHOrO06pasHbIM  BWAOM KOMMbIOTEPHbIX
HapyLweHUn ABNSeTCS HeCaHKLMOHUPOBAHHbLIA AOCTYyN. HecaHKUMOHMPOBaHHbIA 4OCTYn
ncnonb3lyet Nobyto ownbKy B CMCTEME 3alUTbl M BO3MOXEH MNPU HepauMoHasbHOM
Bbl6Ope CpeACTB 3alMTbl, X HEKOPPEKTHOW YCTAaHOBKE M HACTpOKe.

MpoBeaeM KnaccuduKaumio KaHanoB HeCAHKUMOHMPOBAHHOINO A0CTyna, no
KOTOPbIM MOXHO OCYLLECTBUTb XULLEHNE, U3MEHEHME UIN YHUUTOXEHMNE NHDOPMaLUN:
Yepe3 yenoBeka:
eXULLEHNE HOCUTENEN NHDOPpMaLNN;
eyTEHNE MHMOPMALMN C IKpaHa NUNK KaBnaTypbl;
eyTEHNE MHDOPMALMN N3 pacneyaTKu.
Yepes nporpammy:
eriepexsaT Naposien;
eflelndpoBKa 3aWNPpoOBaAHHON MHDOPMaLMHK;
eKOMMpOBaHMe MHGOPMaLNKM C HOCUTENS.
Yepe3 annaparypy:
eMOAK/NOYEHME chneumanbHO pa3paboTaHHbIX annapaTHbIX CPeacTs,
obecneumBatowmx 4oCTyn K nHpopMaumu;
eriepexsaTt NO6OYHbIX 3NEeKTPOMarHUTHbIX N3ny4vYeHunn oT
annapaTypbl, IMHUIA CBA3U, CETEN SNEKTPONUTAHUSA U T.A4.

Ocobo cnepyet OCTAaHOBWUTbLCS Ha Yyrpo3ax, KOTOPbIM MOryT noABepraTbCs
KOMMNblOTEPHble ceTun. OCHOoBHasi 0CO6eHHOCTb 060N KOMMbIOTEPHON CETU COCTOUT B
TOM, UYTO ee KOMMOHEHTbl pacrnpefeneHbl B nNpocTpaHcTBe. CBA3b MexXAy y3naMu CeTu
OCYLLEeCTBNAETCA (U3MYECKM C MOMOLLbK CeTeBbIX JIMHUA U MPOrpaMMHO C MOMOLLbIO
MexaHu3Ma coobweHun. Tpu  3TOM  ynpasnswowme cooblweHns W AaHHble,
nepecbllaeMble Mexay y3fnamum ceTu, nepefarTcs B BuAe NakeTtoB o06MeHa.
KoMNblOTEPHbIE CETU XapaKTepHbl TEM, YTO MPOTUB HUX NpeanpuHMMAlOT Tak
Ha3blBaeMble YyAasieHHble aTaku. HapywuTenb MOXeT HaxoAuTbCA 3a TbICAYM
KWIOMETPOB OT aTtakyeMmoro obbekTta, Mpu 3TOM HanMageHWIo MOXET noABepraTbCs He
TONIbKO KOHKPETHbIA KOMMNbKOTEP, HO M WHbOpMauusa, nepeparwlascs No CeTeBbIM
KaHanaM CBS3M.

O6ecneuyeHne nHpoOpMaLMOHHON 6e30nNacHOCTHU

dopMmmpoBaHme pexmma UHDOPMaAUMOHHOM 6e3omacHoCcTM — npobnema
KoMMneKkcHasa. Mepbl Mo ee peweHnto MOXHO NoApPa3aAeInTb Ha NSTb YPOBHEN:
1. 3akoHogaTeNbHbIA . TO 3aKOHbl, HOPMaTUBHbIE aKTbl, CTaHAAPTbl U T.M.

HopmaTtmBHO-npaBoBas 6asa onpeaenstowas nopsaoK 3awmTbl MHbDOPMaUnn:
2. Mopa/sibHO-3THYeCKHNMI. BCEBO3MOXHblE HOPMbl NOBeAEHMUSs, HecobntoaeHne
KOTOpbIX BeAeT K NaAeHUI0 NMpecTuxXa KOHKPETHOro YenoBeka MUan Lelol opraHusaummu.



3. AAMMHNCTPAaTUBHbIA. [1eNCTBUA 06Llero xapaktepa, npeanpuvHMMaeMble
PYKOBOACTBOM OpraHm3aumn. TaknMm AOKYMeHTaMn MoryT 6biThb:

efipMKA3  pPYKOBOAWUTENS O Ha3Ha4YeHWM  OTBETCTBEHHOro  3a
obecneueHne NMHHOpMaLMOHHOM 6e30MacHOCTH;

*JO/DKHOCTHble 06583aHHOCTM OTBETCTBEHHOro 3a obecneyeHune
MHpOopMaLMOHHOMN 6e30MacHOCTH;

eflepeyeHb 3alnuaemMbiX UWHMOOPMALUUOHHBIX pecypcoB wn 6a3
OAHHbIX;

e IHCTPYKLMIO, onpeaensowyto nopsiAoK npenocraBaeHuns
nHdopMaumMm CTOPOHHMM OpraHusauMsM Mo MX 3anpocaMm, a Takxe no
npaBaM AOCTyna K Her COTPYAHUKOB OpraHmM3aunu.

4. ®unsnyeckmnm. MexaHMyeckme, 3SMEKTPO- U 3/1EKTPOHHO-MexaHU4yeckune
NPensTCTBUSA Ha BO3MOXHbIX MYyTAX NPOHUKHOBEHWUS MOTEHLUMANBbHbIX HapyLmTenen.

5. AnnaparHo-nporpaMMHbIA (3NEeKTPOHHbIE YCTPOMCTBA W cCneumanbHble
nporpaMmbl 3aWwmTbl HDOPMaLMn).

MpuHATbIE Mepbl NO co3gaHuto 6e3onacHor WMHMOPMALMOHHOM CUCTEMbl B
lwKone:
eObecneyeHa 3awmTa KOMMNbIOTEPOB oT BHELHNX
HECaHKLUMOHUPOBAHHbIX BO34ENCTBUA (KOMMNbIOTEPHbIE BUPYChI, JIOrM4YecKkune
60oMbbI, aTakn XakepoB U T. 4.)
*YCTaHOB/EH CTPOrnii KOHTPO/Ib 3a 3/IEKTPOHHOM no4yTon, obecrneyeH
NOCTOSIHHbIM KOHTPOJIb 3@ BXOASALWEN N NCXOASLLEeN KOppeCcrnoHAeHUMen.
e¢YCTaHOBJIEHbI COOTBETCTBYIOLLME MAposIMN Ha nepcoHasbHble K.
e/ICNONb30BaHbl KOHTEHT-MUABLTPLI, AN GUAbTPaUUM CAaNTOB MO UX
COAEPXKNMOMY.

EanHas COBOKYMHOCTb BCEX 3TUX Mep, HanpaB/ieHHbIX Ha MNPOTUBOAENCTBME
yrposam 6e30MacHOCTM C Uefnblo CBeAeHUSs K MWHUMYMY BO3MOXHOCTM yuepba,
06pasyloT cucTeMy 3amThl.

CneunanucTtbl, MMelLWwmMe OTHOLWIEHME K CUCTEMe 3aluUTbl AOIKHbI MOSHOCTbLIO
npeacTaensaTb cebe npuHUMNbl ee (PYHKUMOHMPOBAHUS M B Clyvae BO3HWUKHOBEHMUS
3aTpyAHUTENbHbBIX CUTyauMit afeKBaTHO Ha HMUX pearmpoBaTb. oA 3awuTon AonKHa
HaxoAUTbCA BCA cucTteMa 06paboTkn nHbopmaumun.

Nlnua, 3aHuMarowmecss obecneyeHmeM MHGOpPMaUMOHHOM 6e3onacHoCTH,
OOMKHbI HECTU NTUYHYIO OTBETCTBEHHOCTb.

HagexHasa cuctema 3awmTbl Ao/HKHA 6biTb MOMHOCTLIO MpPOTECTUMpOBaHa W
cornacosaHa. 3awuTa ctaHoBuTcs 6onee apdekTUBHOM N r’MOKON, ecin oHa gonyckaeT
M3MEeHeHMe CBOUX NMapaMeTpoB CO CTOPOHbI aAMUHUCTpATOpa.

B 3akntueHue cBoero Aoknaga XoTesnocb 6bl AaTb HEKOTOpble pekoMeHAauumn
no opraHusaumm paboTbl B MHPOPMALMOHHOM MPOCTPaAHCTBE, 4YTObbl ybepeub cebsa u
CBOUX 6M3KMX OT MHTEPHET-NPECTYMHUKOB.

PekomMeHpgauMmM no opraHuvsauumm pa6ortbl B MHGPOPMALMOHHOM
NpPoOCTpPaHCTBE

1. Nepea HauyanoM paboTbl HEO6XOAMMO YETKO CHPOPMYIMPOBaTL LieNb U BOMpPOC
novcka nHdbopmaumu.

2. XenaTtenbHo BblpaboTaTb ONTUMAsIbHbIN ANrOPUTM MNOUCKA MHGOPMaUUK B
ceTn NHTepHET, YTO 3HAUYMUTENIbHO COKPATUT BPEMS U CUJIbl, 3aTPayYeHHble Ha MOMUCK.

3. 3apaHee YCTaHOBUTb BpeMeHHbln nAuMmut (2-3 vaca) paboTbl B
MHMOPMaUMOHHOM NPOCTpaHCTBe (MPOCMOTP Tenenepeaayvn, ytreHme, NHTepHer).

4. Bo BpemMs paboTbl Heob6xoaMMO AenaTb nepepbiB HA 5-10 MUHYT AN CHATUS
pu3nyeckoro HanpsaXKeHnsa 1N 3puUTeNbHON HarpysKu.



5. Heobxoammo 3HaTb 3-4 ynpaXXHEeHUs ANS CHATUS 3PpUTESIbHOIO HaMpsiXXeHus
n OU3NYECKOWM YCTaNoCTu.

6. Pabotatb B XOpoOWO TMPOBETPEHHOM MOMEWEHNN, NpuU  ONTUMASIbHOM
ocselweHun n B yaobHom nose.

7. He cTouT nerkoMmbICNeHHO obpallaTtbCsi CO CNaM-NMCbMaMM M 3axoAuTb Ha
Hebe3onacHble Be6-canTbl. AN WHTEPHET-NPECTYNHMKOB Bbl CTaHOBUTECb JNErKon
nobbiyen.

8. Mpw perucTpaummn B coumnanbHbIX CETSX, HE yKa3blBaliTe CBOM NepCOHasbHble
flaHHble, HaNnpuMep: aapec Win AeHb POXAEHMS.

9. He ncnonb3yiiTe B IOFMHE UKW Napone NepcoHasnbHble AaHHbIE.

10. Bce 3TO NO3BONSAET MHTEPHET-MPECTYMHUKAM MONYYUTb AaHHbIE AOCTyNa K
aKKayHTaM 3N1eKTPOHHOM MOoYTbl, @ TakXe uHduuMpoBaTb AoMallHMe K ans Bkao4YeHus
nx B 60T-ceTb MM ANs NoxuileHmns 6aHKOBCKUX AaHHbIX poanTenen.

11. Cospante cobCTBEHHbIN MNpoduiab Ha KOMMNbioTepe, 4yTOb6bl O06€30mnacuTb
MHMOPMaLMIO, XPaHSLLYHOCS Ha HeEM.

12. He 3abbiBainTe, 4TO (pakTbl, O KOTOPbIX Bbl yY3HaeTe B MNHTEpHETe, HYXHO
OYEeHb XOpOLWIO MNpoBEpPUTb, ecnun BblibyaeTe WMCNOAbL30BaTb MX B CBOEW [AOMalUHEn
pabote. LenecoobpasHo cpaBHUTb TPU UCTOUYHMKA MHGMOPMaUNK, MpexXae YeM pelnTb,
KakUM UCTOYHMKAM MOXHO AOBEPSTb.

13. O QOoCTOBEPHOCTM WMHGOPMaLMKM, NOMELLEHHON Ha calTe MOXHO CyAuTb Mo
caMoMy canTy, y3HaB 06 aBTopax canTa.

14. PasmMewasn nHdopmaumio o cebe, cBomx 6AN3KNX M 3HAKOMbIX Ha CTpaHuuax
CouManbHbIX CETen, CNpoCUTE NpeaBapuUTENIbHO pa3pelleHue y TeX, 0 KoM byaeT aTa
nHpopMaums.

15. He cnepyet pa3Mewartb Ha cTpaHuuax Beb-cantoB cBou doTorpacdum u
doTorpadumm cBomx 6AM3KNX N 3HAKOMbIX, 3@ KOTOPble BaM MOTOM MOXeT 6bITb CTbIAHO.

16. Cobnwogante npaBuna 3TukM npu obweHun B WHTepHeTe: rpybocTb
NpoOBOLMPYET APYrUX Ha TaKoe Xe noseaeHue.

17. Wcnonb3yss B cBoen paboTe MaTtepuan, B3SaTbIn M3 UHDOPMALMOHHOIO
UCToYHMKa (KHUra, nepuoamMyeckass nedatb, WIHTepHeT), cneayeT ykasaTb 3TOT
MCTOYHUK WHDOpMALMM WK cAenaTb Ha Hero CCbiAKy, ecnn MmaTtepuan 6bul BaMu
nepepaboTaH.



